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Abstract: Objective With the rapid evolution of 3D printing and 3D scanning technology, products on the traditional
manufacturing line can be easily and quickly copied, copyright issues have become an unavoidable and increasingly
prominent problem in the 3D printing era. Trough 3D printing-scanning technology, users can quickly and easily copy
and produce 3D models. The copyright protection problems become increasingly serious. In recent years, how to
effectively protect the copyright of 3D printing models is causing more and more attention from the researchers. There
are some copyright protection methods for 3D printing models have proposed, but the effectiveness and detection rate of
the algorithms still need to be further improved. In order to fully reflect the research status and the latest development of
copyright protection of 3D printing models, this paper focuses on the main literature published at home and abroad for
comprehensive analysis. Method On the basis of extensive literature research, based on the basic framework of copyright
protection of 3D printing model, the 3D printing model file is represented in detail. And the 3D printing model attack type
is elaborated. Furthermore, the influence of 3D printing and scanning process on the model is analyzed. Then, according
to the technical characteristics of the copyright protection strategy of 3D printing model, the related technologies are
classified. The basic framework of each type of method and related technical features are described. Finally, according to
some related references, the performance analysis of 3D printing model digital watermarking is carried out. It is mainly
discussed from two aspects, mainly from the performance comparison of traditional grid watermarking algorithm and the
performance comparison of 3D printing-scanning attack. Result The 3D product model has both a digital model and a
solid model. At the same time, the 3D printing is a process of converting a digital model to a physical model, and a
physical model is transformed to a digital scanning model during a scanning process. These processes involve multiple
uneven sampling and quantization and they are very complicated processes. The existing 3D model digital watermarking
algorithm mainly focuses on the copyright protection of a single digital modal model, ignoring the copyright protection of
the product model under the physical mode. At the same time, the 3D printing characteristics (i.e., print resolution, layer
thickness and smoothness, step layering effect, etc.) and the geometric distortion caused by 3D scanning are not
considered. Therefore, the traditional 3D mesh model watermarking strategy cannot be directly applied to the 3D printing
model. According to the technical characteristics of the 3D printing model copyright protection strategy, the related
technology is divided into two categories: physical characteristics method and digital watermark. The copyright
protection technology based on physical characteristics can embed effective copyrighted logos for 3D printed models.
However, this kind of technology needs some special equipment when extracting micro-structure information and it has
no universality. Methods based on the digital watermarking can not only resist against attacks of similarity transformation,
cutting, noise, subdivision, quantization, smoothing in the traditional digital domain, but also effectively resist the modal
transition attack of the 3D model. And the high-precision of 3D printers and scanners can effectively improve the
detection rate of watermarks. Conclusion 3D printing products are the crystallization of wisdom and hard work of
manufacturers and designers, and contain huge intellectual property rights. With the extensive penetration of 3D printing
into the industrial field, copyright protection of 3D printing models has potential application and research value. However,
there are some limitations in the detection and evaluation mechanism of the copyright protection of the current 3D
printing model. Further research is needed. It is necessary to construct a unified 3D printing model test library and a 3D
printing model watermark evaluation system.

Key words: 3D printing; 3D scanning; copyright protection; digital watermarking; evaluation criteria
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Fig. 3 The flowchart of 3D printing
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Figure 14 Coding and image of high-density materials
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Table 3 Different precision 3D printers
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